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1. Kop v HaumeHOBaHue HanpaBfieHUs NoAroToBku/cneunanbHOCTU:
09.03.02 MNHhopMaumOHHbIE CUCTEMbI U TEXHOSOTK

2. Npodmnb nogroToBkM/cneunanmsauus:
MHdopMaLmoHHbIe TeXHOSOrMM B UMAQPOBOM An3anHe
3. Keanudukaums (cteneHb) BbINyCKHUKA:
bakanaspuar

4. ®opma oby4eHuUs:

OuyHas

5. Kacheapa, oTBevalowlas 3a peanusayuio QUCLMMNIIUHBI:
Kadenpa nHpopmaunoHHbIX cucTem

6. CoctaBuTENU NpOrpamMmbl:

3yeB Cepren AnekceeBud (zuyev@sc.vsu.ru)

7. PekomeHaoBaHa:

npotokon HMC Ne 7 ot 03.05.2023

8. YyebOHbIN roa:

2025-2026

9.Ulenu n 3apayun y4eGHON ANCLUNIINHbBI:

Kypc npr3BaH NoO3HaKoOMUTb CTYAEHTOB C rnobanbHOM MHPaCTPYKTYpOn Ansg
NMHopMauunoHHoro obLecTBa, koTopas obecrneunBaeT BO3MOXHOCTb NPeaoCcTaBneHnst bonee
CMNOXHbIX YCMyr NyTeM COeAMHEHUs Apyr ¢ ApyroM (pmandeckmx n BUpTyarnbHbIX) BELLEn Ha
OCHOBE CYLLIECTBYHOLLNX N Pa3BUBAKLLMXCA (PYHKLMOHANBHO COBMECTUMbIX MHGOPMaLNOHHO-
KOMMYHUKaLMOHHBLIX TEXHONOMMA.

Llenbto AMCLUMNAMHBI ABMSIETCS U3yYeHe NHCTPYMEHTapUS yNpaBneHnst u onTMMu3aumm
MPOLIECCOB, NMPOMCXOASALLNX B COBPEMEHHOM MHGOPMaLMOHHOM obLiecTBe. CdhopmmnpoBaTtb
OCHOBHbIE MOHATUSA U OOBACHUTE TEPMUHOMOTUIO, MPU Pa3paboTKe KOHKPETHLIX MPOEKTOB B
cthepe «MHTepHeTa BeLlen».

OCBOUTb OCHOBHbIE TEXHOIOMMMU MHTEpHeTa BeLLLeI;IZ onepaunoHHble CUCTEMbI pealribHOro
BpEMEHMN, 0asbl OaHHbIX, KIMMEeHT-CePBEPHbIE TEXHOJIOTUN, I'IpOMbILUﬂeHHbIVI MHTEPHET BeLLl,eﬁ
(SCADA).

3agaym yuebHom ancumninHbl: opMmnpoBaHMe OCHOBOMOSAratoLLmnx NpeacTaBneHni o
BbIUYMCIIMTENBHON CeTU PM3NYeckmx 06 beKToB («BeLyer»), OCHALLEHHbIX BCTPOEHHbIMU
TexHonornamu. [laHHble ceTn NpeaHasHayeHbl 48 B3aMMogencTBua apyr ¢ ApyromM unm ¢
BHELLHEN cpeaoun, paccMaTpuBatoLLast OpraHM3aLmio Takmx ceTen Kak siBrieHne, cnocobHoe
NepecTponTb 3KOHOMUYECKME N 0OLLECTBEHHbIE MPOLECCHI, UCKINOYatoLLEee U3 YacTu OENCTBUN U
onepauumn HeobxoAMMOCTb y4acTusa YyenoBeka; POpPMNPOBaAHME HABLIKOB OLIEHKM OCHOBHbIX



XapaKTepUCTMK CNOCOBOB 1 YCTPOWCTB agpecaunn, a Takke TEXHONOMMU AEHTUUKALMN STUX
npegMeToB («Belleny). MeToabl U cpeacTsa, NpMMeEHsieMble A5 aBTOMaTUYeCKOn
noeHTUdKnKaLmm: onTUYECKN pacno3HaBaeMble naeHTudukaTopbl (LITpMX koabl, Data Matrix,
QR-koabl), cpeacTBa onpeneneHns MECTOHAXOXAEHWS B PEXUME pearibHOro BpeEMEHMN.

10. MecTo y4ye6HOM AUCUMNNUHLI B CTPYKType OOI:
YyebHas gucumnnmHa oTHOCUTCS K BapuaTUBHOW YacTu 6rnoka b1. [1ns ycnewwHoro ocBoeHus

nporpamMmmbl CTYAEHT OOJTKEH:

Bnagetb A3bikamu nporpammmpoBanus: C++, Java, XML.

BrageTb ocHoBaMu Beb-nporpaMMmmpoBaHmsa Ha JavasScript.
YMeTb paboTaTtb B KOHCONMM LiNux Ha ypoBHE NoNb3oBaTess.
MmeTb npeacTtaBneHne o KynbType u ctune paspabotku MO.
YMeTb Nosib30BaTbCA CUCTEMOWN KOHTPOMS Bepcui (MpeanoyTUTensHO git).
3HaTb OCHOBbI ANIEKTPOTEXHMKN B O6GbEME LUKOMBHOW NporpamMmbl.

BbITb 3HAKOMbIM C Kypcamu: MaTemMaTu4ecknii aHanus, Teopus BEPOATHOCTEN U
MaTeMaTu4yeckas cTaTUcTiKa, Teopus MHAPopMaLIMn, 0GbEKTHO-OPUEHTUPOBAHHOE
nporpaMM1poBaHne, BBEAEHNE B MHTEPHET BELLEN.

11. NMnaHupyembie pe3ynbTaTbl 0O0y4YeHUs No agucumnnmHe/moaynto (3HaHUA, YMEHUA,
HaBbIK1), COOTHECEHHbIE C NMIaHUPyeMbIMU pe3yfbTaTaMu OCBOEHUsS o6pa3oBaTefibHOMN
nporpaMmmbl (KOMNETEHUUAMU BbIMYCKHUKOB) U UHAMKATOPaMM1 NX AOCTUXKEHUA:

KO,I[ W Ha3BaHHUEC KOMIICTCHIIMHN

I1K-2.2

[1K-3.1

[1K-4.1

Ko n HazBanue
WHJIMKATOPa KOMIIETEHLIMU

[1K-2.2 Cobupaer
IIPpOTrpaMMHBIE
KOMIIOHEHTHI B
MIPOTPaMMHBIN IPOJYKT

[1K-3.1 3HaeT sA3BIKU U
METOIBI
MIPOrPaMMHUPOBAHHSI,
WHCTPYMEHTBI U METOIMKHU
TECTHUPOBAHUS
paspabateiBaeMbix UC

[TK-4.1. 3naeT npUHIUTIBI
MOCTPOCHHSI APXUTEKTYPHI
MIPOrPaMMHOTO
obOecrneueHust, METOIBI U
Cpe/cTBa MPOEKTUPOBAHUS
MPOrPaMMHOTO
oOecreyeHus

3HaHUs1, yMECHHUS,
HaBBIKU

Cobupaet

IpOTpaMMHBIE
KOMIIOHEHTHI B
IIPOrpaMMHBIN

MPOIYKT

3HaeT SI3LIKU U
METO/IbI
MIPOrPaMMHUPOBAHHSI,
UHCTPYMEHTHI U
METOIUKHU
TECTUPOBAHUS
pa3zpabaThIBa€MBbIX
ncC

3HaeT NPUHIIUTIBI
MOCTPOCHHS
APXUTEKTYPHI
IPOrPaMMHOTO
obOecrieueHus,
METO/IBI M CPEJCTBA
MPOCKTUPOBAHUS
IPOrPaMMHOTO
obecreueHust



Kox v Ha3BaHne KOMIETEHIINU Kox u na3sBanue
HWHJIMKATOpa KOMITETCHIIUH

11K-4.4 OnuceiBaet

TEXHOJIOTHH 00pabOTKH

JIAHHBIX IS BO3MOYKHOCTH
[IK-4.4 HMX MCITOJL30BaHUS B

3HaHUs, yMEHUA,
HaBbIKU

OnuceiBaer
TEXHOJIOTUH
00paboOTKU JaHHBIX
JUTSL BO3MOYKHOCTH
UX UCIOJIb30BAHUS B

N IIPOrpaMMHOI
MporpaMMHOM cpenie,
cpene, BKIovas
BKJTFOYAsT BOIIPOCHI
. BOITPOCHI
napajuiebHON 00padoTKH .
napauieIbHON
00paboTku
12. O6bem gucumunnuHbl B 3a4eTHbIX egMHuLax/yac:
2/72
Popma NpoMeXKyToYHOM aTTecTaumm:
3aveT, KoHTponbHasa paboTa
13. TpyaoeMKoCTb N0 BUAAM y4eb6HOM paboThbl
Bun yuebnoit paboThl Cemectp 6 Bcero
AyIuTOpHBIC 3aHATHS 32
JlekInoHHbBIe 3aHATHS 16
JlaboparopHbIe 3aHATHS 16
CamocrosrenbHas pabora 40
Kypcosas pabota 0
[TpomesxyTouHas aTTecTanus 0
Yacel Ha KOHTPOJTb 0
Bcero 72
3anonHntb BUAabl y4ebHor paboThl
13.1. CopepaHue ANCLUNIMUHDbI
n/n  HauMeHoBaHue Conepxanue Peanuzanms paznena
pasnena JUCIUTLUTMHBI paznena JUCIUIIIMHBI C TTOMOIIBIO
JUCLUTIIUHBI OHJIaliH-Kypca, DYMK

Jlexuun



/i

HaumenoBanue
pasnena JUCIUILUTHHBI

HNutepner
BEILICH

Kirouesrnie
TEXHOJIOTUHA

OCHOBHBIE
3aJ]a4n
WHTEpHEeTa
Belen

Cdepor
MIpUMEHEHUS
WHTEpHETA
BeIei

Coneprxanue
pasnena
JUCLATIIMHBI

AnnapaTtHas
COCTaBJIAIOLIA
A. Cetn
nepesadu
JTAHHBIX.
IIporpammHas
COCTAaBJISIIOLIA
a1. IDE
MIPOrpaMmMupO
BaHUS TUTSt
WHTEpHETA
BEIIEH.

SmartThings,
Bluetooth
Low Energy,
IBM

Cloud,

GSM, LoRa,
Wi-Fi,
MQTT,
RTOS,
MBed,
STM32

MOHUTOPUHT,
yIIPaBJICHHUE,
ONTUMU3ALNSL
, @BBTOHOMUS

Menununa,
CEeIbCKOE
XO3SHCTBO,
IIPOMBILIIEHH
OCTb, YMHBII
A0M,
ypOaHUCTHKA,
9KOJIOTHA,
TPaHCIIOPT,
KKX,
JIOTUCTHKA U

Peanuzanus paznena
JOUCHUIIIMHBI C TOMOIIBIO
oHnaitH-kypca, OYMK

https://myitacademy.ru/

https://myitacademy.ru/

https://myitacademy.ru/

https://myitacademy.ru/


https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/

n/n HaumeHoBaHue
pasjena JUCHUILIHHBI

STM32

ESP32

CeHncops! (1
JIaTYMKH)

Coneprxanue
pasnena
JUCLATIIMHBI

Ap.

Taiimepsl,
BXO/IbI-
BBIXO/IbI,
MHOT'OIIOTOYH
OCTb.
Ynpasnenue
MpEephIBAaHUSIM
U B CUCTEMaxX
peaibHOTO
BPEMEHU.
OnruMu3anus
3arpar
OInepaTUBHOMN
naMsATu

Wi-Fi +
Bluetooth
OIIMCAaHHUE U
XapaKTePUCTH
KM YHIIA.
Crek
MIPOTOKOJIOB
CTaH/IapTOB
Wi-Fi
802.11nu
BT4.2.
Wutepdeiice
SPI/SDIO u
I?’C/UART

Wndpakpacu
BIN
JlaIbHOMED;
JlaTuyukmu
JTaBJICHUS,
BJIQ&XKHOCTH U
TeMIepaTypbl

YapTpa3Byko
BOM CEHCOp;
I'mpockor;

JlaTuuku

Peanuzanus paznena
JOUCHUIIIMHBI C TOMOIIBIO
oHnaitH-kypca, OYMK

https://myitacademy.ru/

https://myitacademy.ru/

https://myitacademy.ru/
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HaumenoBanue
pasnena JUCIUILUTHHBI

Cpenpl
pa3paboTku

CereBble
IIPOTOKOJIBI

S3bpIKHN
MPEACTABICHUS
JNAHHBIX.

[IpoToxoibl
nepeaadu
JTAHHBIX

Coneprxanue
pasnena
JUCLATIIMHBI

raza, IMU-
CEHCOp;
MEMS wu np.

Mbed;
Ownutang-1DE
Mbed; Mbed
Studio;

Keil;

IAR;
PlatformlO;

Visual Studio;
STM32Cube;

CooCox

Mopens OSI;
CTEK

IIPOTOKOJIOB
802; LAN,

PAN,
LPWAN, NB-
loT,
cneruduKanu
1

802.15.4;
IPV6;
LoWPAN;
ZigBee-cetn

XML; JSON;
YAML

IIpoTokon
CoAP.
IIpoTokon
MQTT.

Ob6naunsle
TEXHOJIOTHH.
[Tnardopmbl

WNHurepHera
BeIlEen

Peanuzanus paznena
JOUCHUIIIMHBI C TOMOIIBIO
oHnaitH-kypca, OYMK

https://myitacademy.ru/
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n/n HaumeHoBaHue
pasjena JUCHUILIHHBI

JlaGopaTopHbie
paboThI

Hcnonn3oBanue
STM32

CeHncopsbl

Cpensl
pa3paboTku

Konuposanue
JUIsL THTEPHETA
BellEeH

IIpoTokosl
nepeaadu
JTAHHBIX
UCIIOJIb3YEMBIE B
TEXHOJIOTHH
UHTEpHETa

Coneprxanue
pasnena
JUCLATIIMHBI

N3yuenue
TaliMepoB U
MHOT'OIIOTOYH
OCTH.
Peanuzanus
yIpaBiIeHUsS
MIPEPHIBAHUSIM
U B CHCTEMax
peajibHOTO
BpPEMEHHU

N3yuenue
paboThI
uH(ppaKpacHo
ro
JaIbHOMEDA,
JATYUKOB
JIaBJICHMUS],
BJIQ)KHOCTH U
TEMIIEPATYPbI
; THpOCKOIa

N3yuenue
Mbed;
Oumumnaiin-IDE
Mbed; Mbed
Studio; Keil
uVision

N3yuenune
XML, JSON

Peamus3anms

IMPOCKTA Ha

00JIaYHBIX
TEXHOJIOTHSX.
Hcnons3oBan
ne

Peanuzanus paznena
JMCILIUIUIMHBI C TIOMOIIBIO
OHJIaliH-Kypca, DYMK

https://myitschool.ru/edu

https://myitschool.ru/edu

https://myitschool.ru/edu

https://myitschool.ru/edu

https://myitschool.ru/edu



n/n HaumeHoBaHue
pasjena JUCHUILIHHBI

Belle

13.2. Tembl (pasaenbl) BUCLMNIINHBI U BUAbI 3aHATUA

Nen/m  HaumeHoBaHue
TeMbI (pasjena)

1 HNHutepue
T BElIeH

2 KaroueBbl
e
TEXHOJIOT
15044

3 OCHOBHBI
e 3aJayu
HHTEPHET
a Beleu

4 Cohepor
MpUMEHE
HUA
WHTEPHET
a Belei

5 STM32:
TalMep#l,
BXOJbIBBI
XOJIBl,
MHOT'0IIO
TOYHOCTH

6 CeHcopsbl
(i

JTATYHKH )

7 Cpensr

JleknnoHH
pl€ 3aHATUSL  KUE

1

Coneprxanue
pasnena
JUCLATIIMHBI

1aThOPMBI
Nurepnera
BeLLEH.

3aHATHA

[IpakTuuec

JlaGopar
OpHBIC
3aHATHUS

Peanuzanus paznena
JOUCHUIIIMHBI C TOMOIIBIO
oHnaitH-kypca, OYMK

Camoct
0SITEIIb
Has
paborta

IIpoekt
1o
npeame
Ty 40
yac

2

Bce
ro

12

14

11



Noen/m  HaummenoBanme  Jlekumonn  Ilpaktuuec  JlaGopar Camoct Bce

TEeMHbI (pa3jiesia)  ble 3aHATUS ~ KHUE OpHBIE 0oSiITeNb  TO
3aHSATUS 3aHATUS ~ Had
paborta
paszpabot
KH
8 CereBble 2 8 10
MIPOTOKOJI
bl
9 S3b1ku 8 8
HUmoeo 16 0 16 40 7210

14. MeToguyeckue ykaszaHus Ansi o6y4aromxca no 0CBOEHUIO AUCLUNIIUHDI

BHeayauTopHasi camocTosiTenbHas paboTta CTyAeHTOB BKIOYaeT NpopaboTKy
MaTepuasos NeKUnii, U3yYeHne peKoMeHAOBaHHON NUTepaTypbl, MOATOTOBKY K
KOHTPOsbHbIM paboTam, MoAroTOBKY Kk labopaTopHbIM paboTaM 1 KX 3alimTam,
MOArOTOBKY K 3aLLMTe TUMOBbLIX MPOEKTOB.

15. NMepeyYyeHb OCHOBHOW U [ONONMHUTENILHOW NUTEpaTypbl, PECYPCOB MHTEPHET,
Heo6XoaMUMbIX AN OCBOEHUS AUCLIMMNIIUHbI

No HcTounuk
/a

1 [Manynosckas H. B. OcHOBBI nHTEpHETA Bemiel: yueOHo-MeToqrueckoe nocoodue / H. B.
[Tanynosckas ;— ExarepunOypr: U3a-Bo Ypan, yu-ta, 2022,— 104 ¢. — URL:
https://radiohata.com/textbook/5624-osnovy-interneta-veschej.html

6) oononHuTenbHas nuTepaTypa:

Ne HcTounuk
n/m
1 Jonanea A. Hopman. SI3bik Bemreii Oyaymero. — M.: Strelka Press, 2013. — 224 c.

2 Cymxuy, [I. SI3bik Bemeit / JI. Cymxuu. — M. : Strelka Press, 2013. — 240 c.

3 3apamenckux, EBrenuii [letpouu. HTEpHET Beleit | uccieoBanus 1 00J1acTh
npumenenust / E. I1. 3apamenckux, U. E. Aprembes. — M.: UTHOPA-M, 2015. — 188 c.

4 I'punrapn, C. Unrepuer Bemeit: bynymee yxe 3neck / C. ['punrapa. — M. : AnbnnHa
Humxuran, 2015. — 188 c.
B) MHCPOPMALMOHHLIE 3NTIEKTPOHHO-06pa3oBaTenbHbIE PECYPChI:

Ne i/t HcToununk

1 www.lib.vsu.ru 3Hb BI'Y

16. NMepeyeHb y4eOHO-MeTOAMYECKOro o6ecneyeHus ans caMmoCTOATEeNIbHOW paboTbl



https://radiohata.com/textbook/5624-osnovy-interneta-veschej.html
http://www.lib.vsu.ru/

Ne UcTounuk
n/n

1 Annpeit [Hucnas (Ctpuxk). Pazpabotka yctporicts 10T - To, 0 4eM He HaMCaHO B KHUTaX.

— Pexxum nocryna : https://www.youtube.com/watch?v=75m_AUbM1m8

17. Obpa3oBaTefbHble TEXHONOIUN, UCNONb3yeMble NpU peanusauum y4eobHomn
OUCLUMNNUHBI, BKIOYasaA AUCTaHLMOHHbIe o6pa3oBaTtesibHble TexHonorum (4OT),
3neKkTpoHHoe obyyeHue (J0), cmewaHHOe Oby4eHue):

OS Mbed. — Pexwum goctyna : http://osmbed.com

18. MaTepuanbHoO-TeXHU4YecKoe obecneyeHne AUCLMNIUHbI:
KoMnbloTepHble Knacchl pakyrbTeTa KOMMNbIOTEPHbIX HayK, NPOEKTop ANA JEMOHCTPaLun
TeopeTudeckoro matepuana. Cncremol Ha kpuctanne STM32 tnna NUCLEO-L152RE.
OtnapoyHas nnarta Ha 6aze MCU STM32L152RET6 (ARM Cortex-M3), ST-LINK/V2-1, Arduino-
nHTepdenc. CeHcopbl 1 BcioMoraTtesnbHble nnata ansa Arduino, nogkntovaemble K NUCLEO-

L152RE.

19. OueHoYHbIe cpeacTBa Al NPOBEAEHUSA TEKYLLEeN U NMPOMEXYTOYHON aTTecTauumn
[MopsiaoK OLEHKN 0CBOEHMsT 0OyvatowmmMmmncs ydebHoro maTepuana onpegenserca cogepXaHmem

crnenymwLLmMX pasaenos AUCLUMMUHBIL

Kon
KOMIIETEHIINU

Ne  Paznensl qUCHUIUIMHBL
n/m (Momynn)

1 STM32. Cpenst
pa3pabotku. CereBble
MIPOTOKOJIBI. S3bIKK
IIPEJICTaBICHUS
JaHHbIX. [IpoTOKOIIBI
nepesadyn JaHHbIX

[1K-2

2 ESP32 I1K-3

[IporpammHas
cocrasisitomast. IDE
IPOrpaMMUPOBAHUS JUIS
WHTEpHETa BELICH.

[1K-4

Kon unaukaropa

[TK-2.2 Cobupaet
MPOrpaMMHBIE
KOMITOHEHTHI B
MPOTPaMMHBIN

IIPOIYKT

IT1K-3.1 3HaeT S3uIKH
U METOJIbI
IPOrPaMMHUPOBAHHS,
WHCTPYMEHTHI U
METOUKHU
TECTUPOBAHUS
pa3zpabaThIBa€MBbIX
ncC

I1K-4.1 3naet
TIPUHITUITBI
MOCTPOCHHMSI
APXUTEKTYPHI
IPOTPaMMHOTO
obOecrieueHus,
METOJIBI M CPEJICTBA
MPOCKTUPOBAHUS
IPOrPaMMHOTO
obecreueHust

O1neHOYHbBIE
cpencTBa s
TeKyLIen
aTTecTaluu

TectoBoe 3a1anue.
TunoBbie MPOEKTHI

TectoBoe 3a1anueE.
TunoBble NPOEKTHI

TectoBoe 3a1anue.
TunoBble NPOEKTHI


http://osmbed.com/

wn e

Ne
n/n

Pa3nensl TUCIUIIITNHE Konx Kon nnaukaropa OLeHOYHbBIE
(Momynun) KOMIIETEHIINU CpeACTBa s
TEeKyIIei
aTTecTaluu
STM32. Cpenbr [1K-4.4 OnuceiBaer  TectoBoe 3amaHue.
pa3zpabotku. CereBble TEXHOJIOTHH TunoBbie NPOEKTHI
MIPOTOKOJIBI. 00paboTKH JaHHBIX
ANTOpPUTMEI JUTSL BO3MOXHOCTH
napaieIbHOU [IK-4.4 WX UCIIOJIb30BAHUS B
00paboTku POTPaMMHOM
UHpOpMaLIUN cpeze, BKIToYast
BOIIPOCHI
napasieabHON
00paboTku

[MpomexyTovHas aTTectauuns
dopma koHTpons - 3adveT ,KoHTponbHasa paboTta
OueHo4Hble cpeacTBa A NPOMEXYTOYHOM aTTecTaLmm

20 TuvnoBble OLEHOYHbIe cpeacrtBa M mMetToauveckue wmartepuanbl,

dopmupoBaHme OLEHOK:
JlabopaTopHble paboTbl nocre BbINOMIHEHMS  OLEHUBAKOTCS
BbICTABISETCA OLEHKA «3a4yTeHo» npu ycrnoBuuM oTBeTa Ha 80% BonpocoB
npenogaeaTtens no npeameTHOM obnactu nabopaTopHon paboTtbl. [lo  uToram
nabopatopHbIX paboT 1 YCTHOrO oTBeTa CTyAEHTa BbICTABNSAETCHA OLEHKa «3a4TEHO» UIN
«He 3a4TeHo» no nabopaTopHeiM paboTam Bcen ancumnnuHbl. K coade 3adeTa ¢ OLEHKON
AornyckarTcsa cTyaeHThl, caaBwme 100% nabopaTopHbix paboT.

CoOTHOLIEHWE NoKasaTenem, KPUTEPUEB U LIKASIbl OLLEHVMBaHUS Pe3ynbTaToB 00yYeHus.

npenogasaTenem, U

Kpurepnn onieHMBaHUsI KOMIIETEHIUI [[Ixana

OLICHOK
YpoBeHb

c(hOpMUPOBAHHOCTH
KOMIETEHINI

CTyAeHT Ba/IeeT TEOPETHUECKUMU 3auTeHO
OCHOBAaMHM JMCIUILIAHBI, CIIOCOOCH
[MPUMEHSATHh TEOPETUUECKUE 3HAHUS Ha
mpakTuke. OOy4Jaromuiicss MOKeT 1aBaTh
HETIOIHEIC OTBETHI HA JOMOJIHUTEIIHbHEIS

BOTIPOCHI.

IToporosslii ypoBeHb

- He 3aureHo
OOyuaromuiics JEMOHCTPUPYET
OTPBIBOYHBIE, )parMeHTapHbIC 3HAHMUS,
TomycKaeT rpyOblie OIMOKH B
peIMeTHOM 00acTu.

onpepensawwmne

npoueaypbl OLeHUBaHUsA

20.1 TeKyLlLMN KOHTPOJIb yCNeBaeMocCTH

KoHTpornb ycneBsaemocTu N0 AUCLMMNIIMHE OCYLLIECTBIISAETCS C MOMOLLbI TECTOBbLIX 3a4aHUN
20.1.1 TecToBOE 3agaHue

BapuaHnT 1

Kakow ypoBeHb B rubpuagHon mogenu obbliMHO 0603HavaeTcs cokpalleHrnem MAC?

Mo kakon mogenu paboTtaeTt npotokon MQTT.

OnepaunoHHas cuctema, Hambornee 4acTo Ucnonb3yemasi Ha OOHOMMATHbIX KOMMbOTEPAX
Hanogobue Raspberry Pi.



BapuaHT 2
YKaxnTe, NoBepx Kakmx TPaHCMOPTHBLIX NPOTOKOOB OObLIMHO MCMOMb3YHTCA 3TN MPOTOKOSbI
npuknagHoro yposHs: MQTT, HTTP, CoAP.
ARM — 370 chmpma-npon3BoanTENb apXMTEKTYPbI NpoLeccopa, Unn cammx NpoL,eccopoB?
3ayeM HyxxHbl GP1O B MUKpOKOHTponnepe?
BapuaHT 3
Kakasi n3 HmkenpuBegeHHbIX ceTel pa3BepThiBAETCA B NTMLEH3MPYEMOM AMana3oHe?
LoRa, SigFox, Ctpwk/BasunoTt, NB-loT.
PaccraBbTe 3agaum VIHTepHeTa BeLlen No ypoBHSM, Ha4MHasa OT cCamMoro NpocToro (ypoBeHb 1)
n3akaH4MBasi camblM CrOXHbIM (YpOBEHb 4)
YnpasneHue. Ontummsaumns. ABTOHOMHOe ynpasneHne. MOHUTOPUHT.
Mo kakon mogenu pabotaet IBM Cloud?
BapuaHT 4
YTo namepsieT TeH300aTUNK?
Kakown cumBon B npotokorie MQTT no3sonsieT BblOpaTbh BCE HUKECTOSILLNE TOMUKU Ha BCEX
YPOBHSAX?
A
Kakon ctangapT onvckiBaeT 6eCcnpoBOgHbIE CEHCOPHbIE CETU?
802.15.4, 802.11, 802.3, 802.15.1
BapuaHT 5
1. Kakon ctaHgapT onucbiBaeT 6ecrnpoBOAHbIE CEHCOPHbIE CETN?
802.15.4, 802.11, 802.3, 802.15.1
Cdbepa npumeHeHust LORa, rge oHa no-npexHemy byaeT akTyanbHa, HECMOTPS Ha NosiBreHne
NB-loT
Mo kakon mogenu paboTaeT npotokon CoAP.
[ononHuTenbHble BONPOCHI:
1. Kakoii TepMUH HE CyIIECTBOBAJ /10 NOSIBJICHUS HUHTEpHETA Belei?
ACKYD
ACYTII
Basuot

SCADA

2. Bac mpocsT momMo4b ¢ BEBIOOPOM JaTYHKa BIQXKHOCTH JIJISl TETUIHIL: 3a7]a4a COCTOMT B TOM,
9TOOBI 3aMEPATH YPOBEHB BIIATH U B TIOYBE, M B BO3/IyX€, a MPU CHIIBHOM TaJICHUN VI
pa3HuUIle YPOBHEW BKIIIOUATh CUCTEMY opolieHus. UTo Bl mocoBeryete?

HNatauk AM2302 DHT22

Harunk CCS811 HDC1080

HNatauk RS485

[TocoBeTyro MOAKITIOYUTH K OOCYXACHUIO MHXKEHEpa: JaHHBIX MaJlo, BEIOOP JaTYUKOB
001b11101

3. Kakoit U3 a1eMeHTOB YMHOT0 3aMKa, KOTOPbIi OTKpbiBaeTcs Oaromaps Bluetooth-
KoMaHje ¢ TenedoHna, He o0s3aTeneH?

Jatuuk

Axrtyatop (McnonHuTenpHOE YCTPOHCTBO)

barapest unu WHOW UCTOYHHUK MUTAHUSA

MuKpOKOHTpOIIEP

Pagnomonyns

4. Kaxoif u3 3tux (pakTopoB HY>)KHO YUUTBIBATh IIPHU BHIOOPE TaTUHMKA B MIEPBYIO OYepeib?
OHeprodGpheKTUBHOCTH

["abGapurts! (pazmepsi)

TodHOCTE U3MEpEHUN



Jlnama3oH u3MepeHuit
Bce daxTopsl HY)XHO y4ecTh

5. Kak myurie 3aiuTUTh BCIO CUCTEMY MHTEpHETA Belei?

Hanucatp 1 ucnosb30Bath CBOIO CHCTEMY HIM(POBaHMS TaHHBIX Ha BCEX Talax Mx
nepenavu.

CkauaTp ¥ YCTaHOBUTb aHTUBUPYCHI Ha BCEX YCTPONCTBA, 0A30BbIe CTAHIIUU U CEPBEPHI.
OOpatuThCs K CrIenUaIucTaM o KuOepOe30MacHOCTH U 3aKa3aTh KOMIUIEKC YCIYT Y HUX.

6. CepBep MHTepHeTa Beleil mpuHUMaeT B cpeiHeM | u3mepenue B cekyH1y. CKOJIBKO
HeoOxoaumo Bpemenu st HakorieHus 100 000 qaHHBIX, HEOOXOIUMBIX JIJIS MX aHAJIM3a B
cucreme Big Data? 1 cyrku, 3 yaca, 46 munyT u 40 cexyHn

7. Yro Takoe «MuTepuer Bemen»? Jlath pa3BEPHYTHIN OTBET.
8. Uto Takoe «OnepanroHHas CUCTEMa PEAJILHOTO BPEMEHU»?

9. B kakoii pekomenaanun MCD-T npuBenieH aHaM3 0COOCHHOCTEH CeTEeBOM 0€30IacHOCTH
U1l CEHCOPHBIX ceTeil?
10 Ha xakue MoJieI1 TECTUPOBAHUS MOKHO pa3OUTh apXUTEKTYpPy HHTEPHET BEIIen?

11. Yro Takoe «HTEpHET Bewmen»?
JlaTh pa3BEPHYTHIN OTBET.

WNHTtepHeT Belield — 3TO CUCTEMa B3aMMOCBSI3aHHBIX BBIYMCIUTEIBHBIX YCTPOICTB, KOTOPbIE
MOTYT COOMpATH U MEepeaaBaTh JaHHbIC MO ceTH MHTepHeT 0e3 yJacTus 4eoBeka u BO 0J1aro
YeJI0BeKa.

WNuTepHer Bemied CBSI3bIBACT PA3IMYHOrO poaa (U3NYECKUE OOBEKTHI, CIOCOOHBIE
B3aMMO/JICIICTBOBATh MEXIy COO0OM M BHEUIHUM MHUPOM caMocTosATenbHO. KoHuenmus
«HTepHeTa Belel» MOXKET CYIIECTBEHHO YIYYIIUTh MHOTHE CQepbl HaIled >XU3HU U
MIOMOYb HaM B CO3J]aHUH OoJiee yJ0OHOT0, YMHOTO U O€30MacHOr0 MUpA.

WNHuTtepHeT Bemieil — KOHIIETIUS CETH Mepeayl JaHHBIX MEXIY (U3NYECKUMHU OOBEKTaMH
(«6ewamuy), OCHAMIEHHBIMH  BCTPOCHHBIMH  CPEJCTBAMH W TEXHOJOTHSIMH ISt
B3aUMOJICVCTBUS APYT C IPYrOM HIIM C BHEIIHEN cpenoil. [Ipeanonaraercs, 4To opranu3anus
TaKMX CeTel CcrmocoOHa TepecTPOUTh DJKOHOMHYECKHE U OOIIECTBEHHBIE MPOIECCHI,
UCKJIIOYUTh U3 YaCTH JIEUCTBUM U onepalnuii He0OOXOJUMOCTh y4acTHsI YelOoBeKa.

Eciam cryaeHT oTMeTuin Bce TpU MOAXOAA K OINpeAeNeHUI0 MOHATUS «HTepHeT Bemen» —
oleHKa — 3.

Ecnu ctyneHT Ha3Ban 2 moaxozia — oleHka — 2.

Ecnu crynenT HazBan Tosbko 1 moaxoxd — orneHka — 1.

Ecnu cTyneHT He Ha3Ball HU OJJHOTO Ompe/eneHus — oreHka — 0.

12. Kommanusi TpeOyeT UCHIOIB30BaHMUs Oe30mMacHOro 3amu@poBaHHOTO HHTEPHET-
COEIMHEHMS TPHU MOAKIIOYEHUN K KOPIOPATUBHOM CETH M3-3a MpeaenoB KoMranuu. Kakue
TEXHOJIOTHH CJIEAYyeT HCII0h30BaTh, KOTJA COTPYAHUKH TYTEHIECTBYIOT M HCHOJIB3YIOT
HOYTOYK?

* VPN

* Touka nocryma Wi-Fi

* Cupn

* Bluetooth



HoOooNogahrwNE
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13. Kakoil TUm TeCTUpPOBaHUS MOXKET MPOBECTH KOMIIAHHUS, YTOOBI MPOJIEMOHCTPHUPOBATH
MIPEUMYIIIECTBA MOAKIFOUCHHUS K CETH HOBOH «BEIN», KOTOPOU paHbIlle HE ObLIO B ceTH?

* IPOTOTHIIHPOBAHUE

* [IEPEHOC

* pa3BUTHE

* (hopmupoBaHue

14. Yrto orpaHuuuMBaeT THUIBl PA3IUYHBIX OOBEKTOB, KOTOpPhIE MOTYT  CTaTh
HMHTEJUICKTYyaJIbHBIMU JaTurKaMu B VIHTepHeTe Bemien?

* pa3Mep UHTEpHETa

* Halle BOOOpakeHue

* 3aKOHOJaTEJIbCTBO

* HaJIM4KEe MOIIHOTO CETEBOTO 000PYIOBaHUS

15. Anpec cepBepa «MuTepHera Bemei»: 49.122.1.255 kak BBIMJISOUT STOT aApec B
IBOMYHOM CUCTEME CUHCIIEHUS?

110001.1111010.1.11111111

16. Kakue nmpeumyiiecTBa CyauT HaM MaccoBoe BHeapeHue «uTepHeTa Bemei.
OcBoOo>1eHHE YeI0BeKa OT pyTHHHOIO TPYAA.

20.1.2 TynoBble NPOEKTHI

BbINonHeHWe TMNOBOro NpoekTa ABNAeTca Heo6xoauMbIM YCrOBMEM AOMycKa CTYAEHTOB K
NMTOroBOMY 3a4€Ty. TMNOBOW NPOEKT BbINOSTHAIOTCA B TpY 3Tana:

MepBbin — BbLIGOP NPOEKTa M NOATOTOBKa HEOOXOOUMbIX KOMMEKTYOLLMX C BbIBOLOM
pe3ynbTaToB Ha BCTpamMBaeMblin nHanKaTop, 6e3 ynpasneHus pearnbHbIM OObEKTOM.

BTopon atan — ynpaBneHve peanbHbiM 00 bEKTOM C BbIBOAOM peakumm ob6bekTa unm gaHHbIX C
natyumkoB Ha PC.

TpeTuit aTan — NonHoe ynpasneHne 06beKTOM UMK CYUTbIBAHME NOKa3aHWU 4AaTHYUKOB C
nepegadven gaHHbIX N0 paguokaHany nnmn nocpenctsom WEB-nHTepdgenca. Caoatotcs atanbl BO
BpeMsi pyGexHbIX atTectaumii. Npu 60MbLLION CAOXHOCTU NpOeKTa AonyckaeTcst 00beanHeHne
CTYAEHTOB B rpynnbl N0 2-3 Yernoseka B rpymnne.

[MpumepHbIN NepeYveHb NpoekToB ¢ STM32:

USB reHepaTop-4actoTomep.

Yackl Ha cBeTogMoaHoON maTpuue 8*8

CkaHep wuHbl 12C.

M3meputenb ypoBHs 3ByKa.

CeetoguoaHsbin 3D ky0.

My3abIkanbHbIN 3BOHOK.

Lindposoii nsmeputens mowHoctn n KCB.

OneKTPOHHasa UrpoBas KoCTb.

TeTpuc.

. MuHmnaTIOpHbIV BONBTMETP Ha cemmncermeHTHoOM LED nHaukaTope.
. Nporpammarop.
. ABTOMaTU4ecKoe 3apsiAHO-TPEHNPYIOLLIEE YCTPOUCTBO U U3MepUTernb éMKoCcTM Ang 12V

repMeTUYHbIX akKyMyIiATOPOB.

TepmocTaTt ang anekTPU4eCcKoro YamHuka.

YacToTHbIN NpeobpasoBaTtenb A58 aCUHXPOHHOIO ABUraTens.
FM - paguonpuemHuk, TEA5767, SSD1306.

TepmomeTp ansa astomobuna Ha OLED gucnnee.

BaTTmMeTp nepemMeHHOro Toka.

LiBeTomy3blkanbHas ycTaHoBKa.

M3mepuTens AnvHblI UMMNYNbCOB.

YHuBepcanbHbI U3MepuUTEnbHbLIN Nprbop.

HID knaBuartypa Ha 16 knasuLu.

CyTOuHbI Tanmep ¢ BeB-nHTepdEencom.

DDS reHepaTop curHanos Ha AT90USB162 n AD9833 ynpasnaembi no USB.
16 kaHanbHbIN perncTpaTop TemMnepaTypsbl.
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M3amepuTenb 4acToThbl U COS(P) NPOMbILLNEHHON ceTh 50 Iu.

ONEKTPOHHLIN Perynsitop MOLLHOCTM NePeEMEHHOro ToKa.

Ocuwmnnorpadc DSO.

OneKTpoHHOE pene ¢ hyHKLMen NNaBHOroO BKOYEHUS cBeTa dap.

MpocTon MynbTUMETP.

OneKTPOHHbIE Yacbl-kaneHaapb-0yanunbHUK C pe3epBHbLIM MUTAHUEM.

M3amepuTenb pacxoaa XXuaKocTu.

GSM curHanusaums.

JOuncTaHumMoHHOEe yrnpaBneHue no TenegoHy.

BonbTMeTp NnepemMeHHOro HanpskeHus(TpexdasHbin).

Bnok ynpaBneHuns BogoHarpesaTenem.

3apsagHoe yctporicTtBo ang LiPo akkymynaTopos.

DDS reHepatop Ha STM32.

Tectep RC-5.

KodoBblin 3aMOK C 3HKOAEPOM.

LLWM-perynsTop.

Bnok ynpaBneHunsi BEHTUNATOpPaMKM KOMMNbOTEPA.

M3meputenb eMKOCTU U MHOYKTUBHOCTW.

Bnok nutanua 0 - 25B, 0 - 5A ¢ rpaduyeckum LCD.

["eHepaTop TECTOBLIX CUrHANOB A5 MOHUTOPOB.

TecTep NonynpoBOAHUKOBBLIX 35IEMEHTOB.

BonbTmMeTp ¢ aBTOMaTU4ECKUM BbIDOPOM NPeaenoB N3MepEHNs.

16 kaHanbHasa cuctema MHPaKPACHOro ANCTAHLMOHHOIO YNpaBreHus.

AHanuaaTop cnekTpa 3ByKOBOW YacTOTbI.

YHuBepcanbHbI nepeknodaembin nynbT 1Y ¢ npotokonom RC-5.

JomaluHas meTeocTaHuus.

20.2 MNMpomexyToyHaa aTrecTaumsa

OueHKa 3HaHUIN, YMEHWI U HaBbIKOB, XapakTepuaytoLlasa atanbl GOpMUPOBaHUSA KOMAETEHLMI B
pamMKax U3y4eHUs QUCLMMNINHBI OCYLLLECTBIIAETCA B XO4€e TEKYLLEN N MPOMEXYTOUYHOM
aTtTecrauun.

Tekywiasa atTectaunsa NnpoBoAUTCS B COOTBETCTBUM C [MOMNOXEHNEM O TeKyLLen atTecTaumm
oby4yaroLmxcsi No nporpaMmam BbicLLero o6pasoBaHms BopoHEXCKoro rocyaapCTBeHHOro
yHMBepcuteTa. Tekyllas aTTectaums npoBoantca B hopMe MHANBMAYarNbHOro onpoca B pamkax
pybexHbix atTectaumn. Kputepmm oueHnBaHns NnpuBeaeHb! BblLLE.

lMpomexyTovHasa aTtTecTaums NPOBOAMTCS B COOTBETCTBUM C [MONOXEHNEM O MPOMEXKYTOUYHOM
aTTecTaumm oby4aroLmxca no nporpaMmmMmam BbICLLEro 06pa3oBaHus.
KOHTpONbHO-n3mMepuTenbHble MaTepmanbl MPOMEXYTOYHOM aTTecTaumm BKNoYaoT B cebs
TeopeTnyecKkne BONpOoChl, MO3BOMSALLME OLEHUTb YPOBEHD NMOSTYYEHHbIX 3HAHUN.

Mpn OLEHMBAHUN UCNOb3YIOTCA KAYEeCTBEHHbIE LLKalbl OLeHOK. Kputepun oueHnBaHus
npuBeAEHbI BbILLE.



